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1. (U) Scope Note

1. (U) The Worldwide Threat to Shipping (WTS) message provides information on threats to merchant vessels, the shipping
industry, and other maritime stakeholders worldwide in the last 30 days. This report is produced primarily to inform
merchant mariners and naval forces.

2. (U) Warnings and Advisories:

A. (U) MDAT-GOG WARNING 004/JAN/2019 AMENDMENT 1: Category: Attack. Description: On 25 January 2019 at
15:35 UTC, a merchant vessel was approached by 2 skiffs in position 03:02N - 006:05E, 80 nm south from Brass, Nigeria.
The skiffs had 7 to 8 persons onboard that came alongside and attempted to board. Vessel increased speed and skiffs
turned away. Vessel and crew are safe. Mariners are advised to exercise extreme caution in this area. Source: Reported to
MDAT-GoG by the ship under attack. Any queries regarding this Warning Notice ring 0033 298 22 88 88 for further
information. MDAT-GoG watchkeeper email: watchkeepers@mdat-gog.org, emergency tel: +33(0) 298 22 88 88.

B. (U) MARAD ADVISORY 2019-002-Sulu and Celebes Sea-Piracy/Armed Robbery/Terrorism: This revised advisory
cancels U.S. Maritime Advisory 2018-010. In 2018, there were at least 12 reported boardings, attempted boardings,
attacks, hijackings, and kidnappings in the Sulu and Celebes Seas. Recent kidnapping incidents in this area were reportedly
linked to the Abu Sayyaf Group (ASG), a violent Islamic separatist group operating in the southern Philippines. Specific
case details are available at the Office of Naval Intelligence’s "Worldwide Threat to Shipping” and “Piracy Analysis and
Warnings” website at https://go.usa.gov/xUKfy. Guidance: U.S. flagged vessels are advised to remain vigilant and adhere to
the counter-piracy annex of their approved Vessel Security Plan when transiting the Sulu and Celebes Seas in light of
recent boardings and kidnappings for ransom that have taken place in those areas. The Regional Cooperation Agreement
on Combating Piracy and Armed Robbery against Ships in Asia’s (ReCAAP) Information Sharing Center advises all ships to
avoid anchoring outside port limit areas and to exercise enhanced vigilance, maintain strict look-outs (particularly during
hours of darkness), and report all incidents to the relevant authorities immediately. Additional information on threats in
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this region, including specific recommendations for vessels transiting the area, are available on the ReCAAP website at
www.recaap.org. Mariners operating in or near these areas are also advised to consult the Department of State Travel
Warnings at https://go.usa.gov/xUKGQ.

C. (U) MARAD ADVISORY 2019-003-Gulf of Guinea-Piracy/Armed Robbery/Kidnapping for Ransom: Piracy/Armed
Robbery/Kidnapping for Ransom continue to be significant threats to U.S. flagged operators with vessels transiting or
operating in the Gulf of Guinea (GoG). According to the Office of Naval Intelligence’s “Piracy Analysis and Warning”
website (https://go.usa.gov/xUKAR), 146 reported incidents of piracy and armed robbery at sea occurred in the GoG
region in 2018. This is a 24 percent increase from 2017 and the highest level we have recorded in the last ten years.
Attacks, kidnappings for ransom (KFR), and boardings to steal valuables from the ships and crews are the most common
types of incidents with the majority of incidents taking place off Nigeria. There were 32 kidnapping incidents in 2018, four
of which involved crewmembers being taken from hijacked vessels when pirates disembarked. Six out of the ten hijacked
vessels in 2018 were petroleum tankers likely being hijacked for cargo theft (refined petroleum products). There are no
reports of tankers being hijacked in the region in 2017. U.S. flagged operators with ships operating in or through the GoG
Voluntary Reporting Area designated on Maritime Security Chart Q6114 at
http://www.shipping.nato.int/nsc/mediacentre/downloads/maritime-security-charts.aspx should transit with extreme
caution and vigilance. Most KFR operations in the GoG occur around the Niger Delta and target vessels (tankers, tugs,
offshore supply vessels, and cargo vessels) with expatriate crew due to their potentially high ransom value. Motherships
have been used to support KFR operations up to 150 nautical miles offshore. Criminals and armed KFR groups have been
known to fire upon targeted vessels prior to attempting to board them. KFR groups generally kidnap two to six high value
crewmembers to include the master, chief engineer, and any Western crewmembers. There were, however, several
incidents over the past year where more than ten crewmembers were kidnapped during a boarding. Kidnapped
crewmembers are normally taken ashore in the Niger Delta region where KFR groups demand ransom payments in
exchange for the safe return of the crewmembers. In 2018, vessels were hijacked off Benin, Ghana, Gabon, Democratic
Republic of Congo, and Equatorial Guinea. Guidance: Mariners transiting the area should visit the NATO Shipping Centre
website at: http://www.shipping.nato.int/nsc/operations/global-maritime-risk/west-africagulf-of-guinea.aspx for additional
information on this threat and specific recommendations for their vessels. U.S. flag vessels anchoring, transiting or
operating in this region must comply with their approved Vessel Security Plans. Mariners operating near this area are also
advised to consult the Department of State Travel Warnings for this area at: https://go.usa.gov/xUKs2. Per 33 CFR 101.305,
all suspicious activities and events must be reported to the U.S. Coast Guard National Response Center at 1-800-424-8802.
Contact Information: The Maritime Domain Awareness for Trade-Gulf of Guinea (MDAT-GoG) is operated by the navies of
France and the United Kingdom. This center receives reports, shares important updates, provides guidance on vessel
operating patterns, and reviews security risks with the Gulf of Guinea maritime community. Note that MDAT-GoG does not
coordinate responses to vessels under attack. MDAT-GoG can be contacted via email at: watchkeepers@mdat-gog.org or
telephone at +33(0)2 98 22 88 88. For any questions about this advisory, contact GMCC@uscg.mil. Supplemental
information may also be found on the MARAD Office of Maritime Security website at: https://go.usa.gov/xUKsb.
Cancellation of Prior Advisories: This message cancels U.S. Maritime Advisory 2018-011 and will automatically expire on

18 July 2019. For more information about U.S. Maritime Alerts and Advisories, including subscription details, please visit
http://www.marad.dot.gov/MSCI

3. (U) Summary:
A. (U) CHINA: On 30 January, two robbers boarded an anchored bulk carrier in Jingtang Anchorage.

B. (U) LIBYA: On 29 January, a fisherman was killed by an explosive device when fishing off the northeastern city of
Benghazi.

C. (U) NIGERIA: On 28 January, six Russian crewmen from the container ship MSC MANDY, kidnapped in the Gulf of
Guinea on 2 January, were released.
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D. (U) COLOMBIA: On 25 January, thieves attempted to steal an in-the-water, chain locked dinghy and outboard motor
from a sailing yacht anchored in Cabo de la Vela.

E. (U) COLOMBIA: On 25 January, thieves stole an in-the-water, chain locked dinghy and outboard motor from a sailing
yacht anchored in Cabo de la Vela.

F. (U) NIGERIA: On 25 January, five to seven armed pirates in a skiff chased and fired upon a bulk carrier underway 45 nm
south-southwest of Brass.

G. (U) NIGERIA: On 25 January, seven to eight armed pirates in a skiff chased, fired upon and tried to board a tanker
underway 76 nm south-southwest of Brass.

H. (U) GRENADA: On 24 January, an unlocked dinghy and outboard motor was stolen from a sailing yacht anchored at the
Woburn dock.

. (U) PORTUGAL: On 24 January, Portuguese and Spanish police seized 430 kilograms of cocaine hidden in crates of
bananas from Colombia in a joint operation at the port of Leixoes.

J. (U) NIGERIA: On 24 January, a product tanker was fired upon while underway 35 nm south-southwest of Brass.

K. (U) GULF OF ADEN: On 24 January, a U.S. Navy destroyer conducting maritime security operations in the international
waters of the Gulf of Aden interdicted a shipment of 4,700 kilograms of hashish while conducting a flag verification
boarding.

L. (U) MALAYSIA: On 22 January, the Malaysian Maritime Enforcement Agency (MMEA) thwarted robbery activities by a
group of individuals after MMEA patrol boat detained a boat with four sharp weapons in the waters of Semporna.

M. (U) IVORY COAST: On 19 January, two robbers armed with long knives boarded a product tanker anchored in Abidjan
Anchorage.

N. (U) ST MARTIN: On 17 January, a 25-HP Yamaha 4S was stolen from a dinghy, which had been left overnight at
Marina Royale.

4. (U) Counter-Piracy and Maritime Crime Announcements

A. (U) GULF OF ADEN: Government of Japan convoy schedule for January and February 2019. To apply for JMSDF escort,
visit http://www.mlit.go.jp/en/maritime/maritime_fr2_000000.html, please contact directly the Anti-Piracy Contact and
Coordination Office, Maritime Bureau, Ministry of Land, Infrastructure, Transport and Tourism (MILT), Japan: Tel:
+81-3-5253-8932; Fax: +81-3-5253-1643. Email: INFO-PIRACY @mlit.go.jp (MSCHOA)

B. (U) GULF OF ADEN: China Navy convoy schedule for January and February 2019. For further information, please email:
planavy@navy.mil.cn, or call Tel: 441 221 061 or 00870 773 120 215. (MSCHOA)

C. (U) GULF OF ADEN: South Korea Navy convoy schedule for January and February 2019. All merchant vessels wishing to
join the convoy group must submit their application forms directly to the ROK naval warship carrying out the mission. The
ROK MTG can be reached directly at (001)-870-776-444-280 or (001)-870-773-110-438. Email: choiyoung981@navy.mil.kr
or kes0539@hanmail.net (MSCHOA)
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5. (U) Details: Monthly Incidents by Region

(U) This section lists reports of active violence against shipping, credible threats to shipping, or the potential for a
situation to develop into a direct threat to shipping over the last 30 days. Every effort is made to ensure that
incidents are not double-counted. In the event double-counting is detected, or an incident is later found to be
different than initially reported, an explanation of the cancellation of the inaccurate report will be made in at least
one message prior to dropping the erroneous report.

A. (U) NORTH AMERICA:

1. (U) UNITED STATES: On 20 January, authorities intercepted a boat carrying six people trying to enter Florida illegally by
sea. The 20-foot boat was stopped about 30 miles east of Sunny Isles Beach. In a statement, authorities said two Jamaican
men, a Dominican man and a Bahamian man were aboard the vessel, along with two U.S. citizens.
(www.washingtontimes.com)

2. (U) MEXICO: On 9 January, a ship from an environmental NGO was conducting a patrol in the Vaquita Refuge in the
Upper Gulf of California, and had recovered three illegal gillnets that morning. In the early afternoon, the crew noticed
approximately 35 skiffs operating inside the refuge. At this point, one of the skiffs began circling the NGO vessel which
was soon joined by the remainder of other skiffs. The NGO vessel was ambushed and overwhelmed by more than 35 skiffs,
many containing gillnets. The poachers attacked by hurling lead weights, anchors, trash, dead fish and even Tabasco sauce
at the vessel and its wheelhouse windows in addition to threatening ship's crew with Molotov cocktails, spraying gasoline
at the ship and pouring gas in the sea around the vessel. Poachers then dropped an illegal gillnet in front of the bow of
the moving vessel in an attempt to foul the ship's propellers. Five poachers then boarded the ship and looted items from
the vessel's deck while it was temporarily immobilized. Mexican Navy sailors and Gendarmeria stationed onboard the
vessel were under strict orders not to fire. The captain of the vessel managed to restart the engines after the propeller
fouling and headed to the Port of San Felipe where the ship was met by the regional Navy Commander and
reinforcements. (www.marketwatch.com)
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B. (U) CENTRAL AMERICA - CARIBBEAN - SOUTH AMERICA:
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Figure 1. Central America — Caribbean — South America Piracy
and Maritime Crime

1. (U) COLOMBIA: On 25 January, thieves attempted to steal an in-the-water, chain locked dinghy and outboard motor
from a sailing yacht anchored in Cabo de la Vela. They were not successful. (www.safetyandsecuritynet.org)

2. (U) COLOMBIA: On 25 January, thieves stole an in-the-water, chain locked dinghy and outboard motor from a sailing
yacht anchored in Cabo de la Vela. (www.safetyandsecuritynet.org)

3. (U) GRENADA: On 24 January, an unlocked dinghy and outboard motor were stolen from a sailing yacht anchored at the
Woburn dock. Owners later found the dinghy nearby, minus the engine. (www.safetyandsecuritynet.org)

4. (U) ST MARTIN: On 17 January, a 25-HP Yamaha 4S was padlocked to the dinghy, which had been left overnight at
Marina Royale was stolen. A police report was made. (www.safetyandsecuritynet.org)

5. (U) ECUADOR: On 18 January, authorities arrested three suspected pirates and seized weapons and communication
equipment near Puna Island. Authorities arrested the suspects after they were alerted by local fishermen about a
suspicious boat navigating in the area. (www.pviltd.com)

6. (U) VENEZUELA: On 17 January, robbers boarded a tanker anchored near position 10:11N - 064:47W, Puerto Jose
Anchorage. They stole ship's stores and escaped unseen. The theft was noticed by the duty crew during routine rounds.
Port control informed. (IMB)

7. (U) PANAMA: On 13 January, at 2130 LT, a private yacht anchored in Portobello was approached by 6 men armed with
handguns, using the ruse of selling water. They boarded the vessel and hit one crew member in the head with a gun and
then spent a considerable time ransacking the boat, terrorizing the crew that was made to lay on the floor all the while the
armed boarders repeatedly yelled “cocaine, cocaine.” Cash, phones, computers and electronics were taken. Jewelry was left
behind; no drugs were found onboard. (www.safetyandsecuritynet.org)
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8. (U) PANAMA: On 13 January, a panga with at least 4 men attempted to board a cruising yacht anchored in Portobello
Bay at around 2300 LT. Surprised, the owner came on deck and responded aggressively verbally, and was only able to
dissuade the hostile boarders when his large, 60 |b. dog came out on deck. Holstered pistols were visible to the captain.
(www.safetyandsecuritynet.org)

9. (U) SURINAME: On 9 January, authorities in Paramaribo made their largest ever seizure of cocaine, found hidden in
containers filled with rice waiting to be exported, the small South American country’s top law enforcement official said.
Local media reported that at least 2,300 kilograms of cocaine had been found. (www.uk.reuters.com)

10. (U) CHILE: On 7 January, the Peru-flagged fishing vessel ESTHER was seized by the Chilean Navy when it was
lllegally fishing in Chilean waters and transferred to the Port of Arica for further investigation, (www.fis.com)

11. (U) PANAMA: On 3 January, authorities seized 1.3 tons of unspecified narcotics from a speedboat along the Pacific
coast southwest of Montuosa Island. Authorities seized the narcotics during a routine operation in nearby waters. Three
foreign nationals were arrested at the scene. (www,pviltd.com)

12. (U) COLOMBIA: On 3 January, a deck watch man onboard a container vessel anchored near position 10:19N - 075:32W,
Cartagena Anchorage, saw three robbers near the forecastle and informed the duty officer. Alarm was raised, crew
mustered inside the accommodation area and all doors were locked from the inside. Master reported the incident to the
coast guard and requested assistance. A Coast Guard boat arrived and searched the waters around the vessel. Ship’s
properties were reported missing. (IMB)

13. (U) VENEZUELA: On 3 January, a duty crewman onboard a tanker anchored near position 10:16N - 064:42W, Puerto la
Cruz Anchorage, saw robbers attempting to board using a grappling hook attached to the guardrails of the poop deck.
Alarm was raised and ship’s horn sounded. Hearing the alerted crew, the robbers aborted the boarding attempt and
escaped in their boat. Incident reported to port control. (IMB)
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C. (U) ATLANTIC OCEAN AREA:
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Figure 2. Atlantic Area Piracy and Maritime
Crime

1. (U) PORTUGAL: On 24 January, Portuguese and Spanish police seized 430 kilograms of cocaine hidden in crates of
bananas from Colombia in a joint operation at the port of Leixoes. Investigators said that the banana company was being
used as a front by Colombian drug trafficking gangs. The tip-off for the seizure came from Spanish police, local media
sources reported. (www.pviltd.com)

2. (U) MOROCCO: On 7 January, officials announced the seizure of 13.7 tons of cannabis at the Tangier-Med port
facility. (www.northafricapost.com)

D. (U) NORTHERN EUROPE - BALTIC:

1. (U) FRANCE: On 1 January, French police intercepted 14 Iragi migrants at Boulogne who were allegedly intending to
cross the English Channel on a stolen fishing trawler. The interdiction occurred in port after the suspects were spotted in
the act of boarding the vessel. (www.maritime-executive.com)

2. (U) GERMANY: On 1 January, the Dutch Coast Guard issued a navigational warning after the Panama-flagged ultra large
containership MSC ZOE lost scores of containers while underway in heavy seas between Vlieland, Netherlands, and

the German Bight in the southeastern North Sea. The Coast Guard initially reported about 30 containers lost. However, an
update stated that 270 containers went overboard. The contents of the lost containers have not been confirmed, but at
least three are reported to contain hazardous materials. The Coast Guard is warning the public not to handle or approach
any of the containers. (www.gcaptain.com)
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E. (U) MEDITERRANEAN - BLACK SEA:
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Figure 3. Mediterranean — Black Sea Piracy
and Maritime Crime

1. (U) LIBYA: On 29 January, a fisherman was killed by an explosive device when fishing off the northeastern city of
Benghazi. Blast fishing is common in Libya and leftover devices periodically kill or injure fishermen. (www.pviltd.com)

2. (U) LIBYA: On 7 January, customs officials at Misrata port seized a container with 20,000 pistols from a ship that
had arrived from Turkey. The arms were reportedly hidden behind boxes containing household items and toys.
(www.pviltd.com)

3. (U) LIBYA: On 5 January, customs authorities at Misrata Port seized 8,156 kilograms of cannabis from two containers
shipped from Malta. (www.pviltd.com)

4. (U) MALTA: On 1 January, customs authorities intercepted a shipping container at the Port of Freeport. During an initial
scan of the container, officials found discrepancies, which led to a physical search of the container. Five thousand and
twenty kilograms of hashish were found among the cargo of agricultural plastic sheets. (www.timesofmalta.com)
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F. (U) WEST AFRICA:
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1. (U) NIGERIA: On 25 January, five to seven armed pirates in a skiff chased and fired upon a bulk carrier underway near
position 03:32N - 006:11E, 45 nm south-southwest of Brass. General alarm was raised, deck lights switched on, speed
increased and crew mustered in citadel. Armed guards onboard the vessel managed to repel the attempted attack. (IMB)

2. (U) NIGERIA: On 25 January, seven to eight armed pirates in a skiff chased, fired upon and tried to board a tanker
underway near position 03:02N - 006:05E, 76 nm south-southwest of Brass. General alarm raised, non-essential crew
mustered in the citadel and master commenced evasive maneuvers. Due to the hardening measures, the pirates moved
away. Vessel and crew reported safe. (IMB)

3. (U) NIGERIA: On 24 January, a product tanker was fired upon while underway near position 03:43N - 006:10E, 35 nm
south-southwest of Brass. General alarm raised, non-essential crew mustered in citadel and vessel conducted evasive
maneuvers. Due to the hardening measures, the pirates moved away. Incident reported to the Nigerian Navy. (IMB)

4. (U) IVORY COAST: On 19 January, two robbers armed with long knives boarded a product tanker anchored near position
05:12N - 004:02W, Abidjan Anchorage. Duty crewman on routine rounds noticed a ladder hooked to the ship’s rail and
two robbers near the poop deck winch. Duty officer notified and alarm raised. Master directed the searchlight towards the
poop deck resulting in the robbers escaping with stolen ship’s stores. (IMB)

5. (U) NIGERIA: On 28 January, six Russian crewmen from the container ship MSC MANDY, kidnapped in the Gulf of
Guinea on 2 January, were released, according to Russian Embassy in Nigeria. (www.fleetmon.com)

6. (U) NIGERIA: On 8 January, police arrested three persons for illegally attempting to board a ship at Tin Can Island Port in
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Lagos. The three stowaways attempted to board the M/V GLOVIS CENTURY bound for European ports. Arrests of
stowaways are common in Nigeria, but remain largely under-reported. (www.pviltd.com)

7. (U) REPUBLIC OF THE CONGO: On 7 January, 12 seafarers, who were kidnapped from the Panama-flagged

tanker ANUKET AMBER and the Singapore-flagged anchor handling and supply vessel ARK TZE in October 2018 off the
country’s coast, have been released and are all safe. The managers of the vessels confirmed their releases in an official
statement. (www.safety4sea.com)

8. (U) NIGERIA: On 7 January, five robbers in a small skiff came alongside an anchored product tanker and threw two
ropes attached with hooks onto the tanker’s railing. The ship was anchored near position 06:15N - 003:12E, Lagos Secure
Anchorage Area. A duty crewman on routine rounds heard voices near the bow and noticed the hooks and the skiff. Alarm
was raised. Non-essential crew members mustered in the citadel. Master requested assistance from the Nigerian Navy
patrol boat in the area which immediately responded. Hearing the alarm, the robbers moved away. The patrol boat
searched the waters around the tanker. (IMB)

9. (U) NIGERIA: On 7 January, two robbers with plastic hoses boarded an anchored tanker during Ship-To-Ship transfer
operations near position 06:16N - 003:20E, Lagos STS Anchorage. They connected the hoses to the forward cargo tanks
and attempted to steal cargo. Duty crewman saw the robbers and raised the alarm resulting in the robbers escaping. The
incident was immediately reported to a Nigerian Navy patrol boat that came to the location and carried out a check on
the surrounding waters. Nothing reported stolen. (IMB)

10. (U) BENIN: On 2 January, pirates attacked a small container ship MSC MANDY, near position 05:28N -
002:21E, 55 nm south of Cotonou. Six crewmen were kidnapped. The ship is owned by the Mediterranean Shipping
Company. (MDAT-GoG; www.pviltd.com; www.fleetmon.com)

G. (U) ARABIAN GULF:
1. (U) OMAN: On 15 January, the Omani Coast Guard arrested 15 foreign nationals from an unspecified country after

seizing a boat containing 40,000 liters of smuggled fuel. The 15 people were detained after the boat was stopped in
Omani waters off the coast from the city of Khasab. (www.pviktd.com)
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H. (U) INDIAN OCEAN - EAST AFRICA - RED SEA:
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Figure 5. Indian Ocean — East Africa — Red
Sea Piracy and Maritime Crime

1. (U) GULF OF ADEN: On 24 January, a U.S. Navy destroyer conducting maritime security operations in the international
waters of the Gulf of Aden interdicted a shipment of illicit narcotics aboard a stateless vessel. The ship’s visit, board, search
and seizure (VBSS) team seized 4,700 kilograms of hashish while conducting a flag verification boarding. (www.navy.mil)

2. (U) SOUTH AFRICA: On 8 January, police seized 706 kilograms of cocaine from a vessel at the Port of Ngqura, Coega
Harbour at the Port Elizabeth docks. The vessel had originated from Brazil and was due to dock in Singapore before
reaching its final destination of India. The drugs were concealed on the bottom floor of the ship under more than 3,000
containers. (www.pviltd.com)

3. (U) ARABIAN SEA: On 9 January, Royal Australian Navy ship HMAS BALLARAT conducted a boarding of a dhow and
found 3.1 tons of hashish. (www.9news.com.au)
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I. (U) EAST ASIA - SOUTHEAST ASIA - INDIAN SUBCONTINENT:
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Figure 6. East Asia — Southeast Asia — Indian
Subcontinent Piracy and Maritime Crime

1. (U) MALAYSIA: On 22 January, the Malaysian Maritime Enforcement Agency (MMEA) thwarted robbery activities by a
group of individuals after MMEA patrol boat detained a boat with four sharp weapons in the waters of Semporna. The
enforcement personnel spotted the pump-boat moving in a suspicious manner and found four sharp weapons — a samurai
sword, a long machete, a knife and a short machete known as ‘barong.’ According to a spokesman, all the weapons were
suspected to have been used to carry out piracy and extortion activities at sea previously by three men who managed to
escape into shallow waters. (www.theborneopost.com)

2. (U) INDONESIA: On 11 January, a duty crewman onboard a cargo vessel anchored near position 06:02S - 105:57E,
Ciwandan Anchorage, saw the lock to the engine store room broken and ship's spares missing. Incident reported to local
agents. (IMB)

3. (U) PHILIPPINES: On 15 January, an Indonesian fisherman kidnapped on 11 September 2018, while in the waters

of Gaya island, Semporna, Sabah, was released to local authorities in Jolo, southern Philippines. It was stressed that the
release was carried out without ransom, even though the kidnapping group repeatedly demanded a large ransom.
(www.bbc.com)

4. (U) PHILIPPINES: On 7 January, customs authorities in the Port of Cebu seized four luxury automobiles in a 40-foot
shipping container. The container was manifested as carrying car parts and accessories. A spokesman said they discovered
a Range Rover Evoque, an Alfa Romeo, a vintage Porsche 911, and a vintage Mercedes-Benz in the container which had
arrived from Japan. (www.msn.com)

5. (U) INDONESIA: On 7 January, officials declared tanker NAMSE BANGDZOD as missing. On 28 December 2018, the
ship loaded palm oil and left Sampit, southern Kalimantan, bound for Jakarta. A large-scale search across the Java Sea has
not yielded results, according to officials. Reportedly, there was brief AIS activity on 6 January but no conclusive
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evidence of the ship’s location has been found. (www.fleetmon.com; www.thejakartapost.com)

J. (U) NORTHEAST ASIA:
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Figure 7. Northeast Asia Piracy and Maritime
Crime

1. (U) CHINA: On 30 January, a duty crewman onboard an anchored bulk carrier noticed an unlit barge alongside and
raised the alarm. The ship was anchored near position 38:52N - 119:11E, Jingtang Anchorage. Two robbers wearing masks
were seen lowering hoses and escaping from the quarter deck. On searching the ship, oil stains were noticed near a tank
sounding pipe. All tanks were sounded. Nothing reported stolen. Local officials informed. (IMB)

2. (U) EAST CHINA SEA: On 18 January, two ship were believed to have engaged in ship-to-ship (STS) transfers involving
North Korean vessels in violation of existing UN Security Council (UNSC) resolutions against North Korea. The transfer
appears to have taken place in the East China Sea around 410 kilometers off the coast of Shanghai, Tokyo said. While the
Japanese Ministry of Defense could not identify the name or nationality of one of the ships involved, it asserted that the
North Korean vessel was the AN SAN 1. The AN SAN 1 was designated by the UNSC in March 2018 and is already
subject to an asset freeze and port entry ban. (www.nknews.org; www3.nhk.or.jp)

3. (U) CHINA: On 12 January, two robbers, armed with a steel bar, boarded an anchored bulk carrier near position 38:53N -
118:36E, Cao Fei Dian Large Oil Tank Anchorage. A duty crewman noticed the robbers and raised the alarm. Hearing the
alerted crew, the robbers escaped without stealing anything. Incident reported to port authorities. (IMB)

K. (U) AUSTRALIA - NEW ZEALAND - PACIFIC OCEAN AREA: No current incidents to report.

6. (U) Appendix A: Further Contact Information and Resources
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(U) This appendix provides contact information for the author of the WTS as well as other entities that can be
contacted with maritime crime reports. It also lists other resources where the WTS is posted and where piracy and
maritime crime incident information can be found.

(U) Contact

(U) Originator of this WTS report requests consumer feedback. Originator will incorporate all anti-shipping events
and violence against the maritime industry into this weekly message where appropriate. To aid in our reporting,
please add the Office of Naval Intelligence (ONI) to your normal corporate and organizational reporting
requirements. The 24-hour watch can be reached at +1 (301) 669-4053.

(U) Other Resources

(U) This Worldwide Threat to Shipping Report is posted at the National Geospatial-Intelligence Agency’s Maritime
Safety site: http://msi.nga.mil/NGAPortal/MSl.portal. The International Maritime Bureau (IMB) also publishes a live
piracy report based on reporting from the IMB Piracy Reporting Centre in Kuala Lumpur, Malaysia, listing all piracy

and armed robbery incidents in the last ten days: http://www.icc-ccs.org/. The PAWW and WTS reports are posted
weekly on the ONI Intel Portal: http://www.oni.navy.mil/Intelligence_Community/piracy.htm

7. (U) Appendix B: Terminology and References

(U) This appendix is provided to promote consistent use of accurate terms of reference in reporting and also
identifies those references that were used to gather the information contained in this report. ONI welcomes
comment and suggestions for addition or amendment.

(U) Terminology

(U) In order to promote consistent use of accurate terms of reference, the following have been adopted to describe
the range of criminal anti-shipping activity and impediments to safe navigation in our worldwide reporting and
analysis. Please note that these terms relate to observable activity and are independent of target vessel status and
exclude actions by governmental powers in lawful pursuit of their authorities:

(U) Attempted Boarding — Close approach or hull-to-hull contact with report that boarding paraphernalia were
employed or visible in the approaching boat.

(U) Blocking — Hampering safe navigation, docking, or undocking of a vessel as a means of protest.

(U) Boarding — Unauthorized embarkation of a vessel by persons not part of its complement without successfully
taking control of the vessel.

(U) Fired Upon — Weapons discharged at or toward a vessel.

(V) Hijacking - Unauthorized seizure and retention of a vessel by persons not part of its complement.
(U) Kidnapping — Unauthorized forcible removal of persons belonging to the vessel from it.

(U) Robbery — Theft from a vessel or from persons aboard the vessel.

(U) Suspicious Approach — All other unexplained activity in close proximity of an unknown vessel.

UNCLASSIFIED
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(V) Sourcing

(U) ONI derives information in this report from direct reporting and analysis of reports from the following agencies
and commercial sources.

e Agence France Presse (AFP)

e Associated Press (AP)

e BBC News

e DNKIntelligence & Operations Centre (DNK I0C)

e EU Naval Forces (EU)

e International Maritime Bureau (IMB), London and Kuala Lumpur

e International Maritime Organization (IMO), London

e Lloyd's

e Maritime Administration (MARAD), U.S.

e Maritime Security Centre - Horn of Africa (MSCHOA)

e Marine Domain Awareness for Trade - Gulf of Guinea (MDAT-GoG)

¢ National Geospatial-Intelligence Agency (NGA), Navigation Safety System

e Noonsite.com (Noonsite), website

e Overseas Security Advisory Council (OSAC)

e Regional Cooperation Agreement on Combating Piracy and Armed Robbery against Ships in Asia,
Information Sharing Center (ReCAAP ISC)

e Reuters

e Royal Australian Navy (RAN)

e Royal New Zealand Navy (RNZN)

e The Maritime Executive (website)

e United Kingdom Maritime Trade Organization (UKMTO)

e United Press International (UPI)

e U.S. Coast Guard (USCG)

(V) ICOD: 30 January 2019

(U) The PAWW and WTS reports are posted each week on the ONI Intel Portal and can be found at:
http://www.oni.navy.mil/Intelligence-Community/Piracy
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